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 District Acceptable Use of Technology Agreement 

 
Guidelines 
 
While it is impossible to anticipate and then identify every possible circumstance that an 
individual may encounter while using technology through the District system, these guidelines 
are designed to establish the parameters of that use.  As a result, expectations for the appropriate 
use of technology include but are not limited to the conditions set forth in this agreement.  Other 
expectations established by law, through School District policy, and/or established by each 
school are also to be followed. 
 
District Liability 
 
The District makes no warranties of any kind, either express or implied, that the functions or the 
services provided by or through the District’s electronic communication system will be error-free 
or without defect.  The District will not be responsible for any financial obligations incurred as a 
result of unauthorized use of the system.  School related purchases must comply with purchasing 
guidelines established by the Business Office. 
 
No Privacy 
 
The District maintains the right to monitor and record all computer, device, network and Internet 
usage.  The District wants users to be aware of its right to record, for each and every user, each 
World Wide Web (WWW) site visit, the amount of time spent actively using the WWW, each 
chat, newsgroup access, e-mail message, and every file transfer across our network, and into and 
out of our internal network to the Internet. 
 
While secure logins with passwords and other security measures are in place to prevent 
unauthorized access to the electronic information system, employees have no privacy in the use 
of the system or in any documents, messages, or information created on, created with, or 
transmitted over the system.  The District has access to the system and maintains the right to 
access and monitor, consistent with the law, all documents, messages, and information created 
on, created with, or transmitted over the system, including e-mail and Internet usage, without 
notice to the employees.  All such documents, messages, and information can be reviewed by the 
District consistent with the law. 
 
The District will fully cooperate with requests from law enforcement and regulatory agencies for 
logs, diaries, data, archives, etc. on individuals’ computing activities.   
 
Security Issues 
 

Viruses and other malware.   Because of the increasing threat of viruses transmitted via 
the Internet and e-mail, no Internet or e-mail files may be downloaded or opened unless the 
source of the files or the programs is verified to be safe.  On computers where virus scanning 
takes place automatically, the virus scanning software must not be disabled, modified, 
uninstalled, or otherwise inactivated.  If employees are uncertain about the source of the file(s), 
they should contact the building computer paraprofessional or Information Technology (IT) 
specialist before downloading or opening any potentially damaging files. 
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Passwords.  Passwords are critical to District’s electronic network security in the same 

manner as keys are security for a building.  Employees are not to share their passwords for any 
school computer or network facility with any unauthorized person, nor obtain any password by 
any unauthorized means.  Users will be held fully accountable for activity that occurs on the 
District computing facility under their passwords, regardless of whether the person assigned to 
the User ID and password is the actual user.  Therefore, great care should be taken not to share or 
otherwise disclose this information to another person.  In rare instances a member of the 
Technology staff may need to request a user’s password.   
 
User IDs and passwords should never be written in a conspicuous place, written down together, 
or shared with any third party.  If a user loses or forget his/her password, the student or employee 
must immediately inform appropriate District systems management personnel so his/her account 
can be temporarily deactivated and a new password assigned. 
 

Encryption.   Only District authorized encryption tools may be used in connection with 
the electronic communication system and all related data.  All such tools must permit District 
access and recovery of all encrypted information. 
 
 Right to Search.   The District reserves the right to inspect and search all computers, 
electronic devices, and components of the electronic communication system found on school 
property without notice to insure safety, compliance and security. 
 
 
Software 
 
To comply with copyright laws, manage software information, and insure compatibility of 
software with operating systems, the District Technology Department is exclusively responsible 
for installing software on all District computers, including desktop computers, laptop computers, 
and servers.  Proper installation of software is vital to maintaining a level of service and support 
that allows the students and employees the maximum benefit from technology.  Therefore, no 
software may be installed on a District computer or system by anyone other than the District 
Technology Department. 
 
Standardized software used throughout each school/District will be authorized by the 
Technology Coordinators.  Software that is unique to a particular department should only be 
purchased after complete review of products available and with consultation from the 
Instructional Technology Coordinator to insure compatibility with existing systems.  The 
Coordinator shall give a copy of all purchasing and licensing documents for the software to the 
building Library Media Specialist so that a master inventory of District software can be 
maintained.  Software purchased/installed shall be for work-related purposes only.  No personal 
software, even if bought by an individual specifically for classroom/office computer use, may be 
installed without prior authorization from the Principal and Technology Coordinator.  This 
includes, but is not limited to, educational games, screen savers, utilities, and communication 
software.  Personal educational software will not be maintained/supported by the Technology 
Staff. 
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Copyrights 
Employees are expected to comply with all copyright or trademark laws.  An employee may not 
copy, download, or use any image, text, video, audio material, software or other copyright-
protected or trademark-protected data, in substantial portions, without proper authorization 
which is obtained by contacting the copyright or trademark holder for permission to reproduce.  
To this end, employees should limit the multiple reproduction of copyright or trademark material 
to items for use in the classroom for pedagogical purposes.  

 
This restriction applies to copying trademark or copyright protected materials from another 
professional, the local area networks, or the Internet.  Employees will be held personally 
responsible for any and all violations. 
 
Specific Unacceptable Uses 
 
1. Users will not use the District system for commercial purposes defined as offering or 

providing goods (or purchasing services) for personal gain.   
 
2. Users will not attempt to gain unauthorized access to the District system or to any other 

computer system through the District system, or go beyond their authorized access.  This also 
includes attempting to log in through another person’s account or accessing another person’s 
files. 

 
3. Users will not use the District system to engage in any illegal or unethical acts, which include 

but are not limited to: 
 -  sending messages, files or data containing pornographic or erotic images, sexual 

implications, racial slurs, or derogatory gender-specific comments; 
 - posting information or instructions designed to cause physical harm to another; 
 - comments that offensively address a person’s age, sexual orientation, religious 
  beliefs, political beliefs, national origin, or disability; 
 - posting information that could cause damage or a danger of disruption; 
 - posting false or defamatory information about a person or organization; 
 - plagiarizing works that are found on the Internet 
 - infringing upon materials protected by a copyright or trademark;   
 - using the District system to access materials that are profane or obscene (pornography), 

that advocate violence or discriminate against others; or 
 - any comment intended to frighten, intimidate, threaten, abuse, annoy or harass another 

person.   
 
 
Accessing Inappropriate Material 
 
The District sets and instructs students on the standards for appropriate access of sites and 
information using the computer. 
 
If an employee finds that he/she is connected to a site that contains any material listed in the 
previous section he/she must disconnect from that site immediately, regardless of whether that 
site has been previously deemed acceptable by any screening or rating program, and inform the  
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supervisor of the incident.  Similarly, an employee must inform his or her supervisor if he or she 
becomes aware that a fellow employee is accessing or has accessed material prohibited above.  
The District’s goal in creating the above standards and reporting requirement is not to create an 
environment of fear and apprehensiveness for users accessing the Internet and internal networks, 
but to affirmatively set forth content standards for users to be mindful of when accessing these 
resources on their own. 
 
As there is a wide range of material available on the Internet, some of which may not fit with the 
particular values of individual families.  The District recognizes that parents bear primary 
responsibility for transmitting their particular expectations to their children.  The District will 
encourage parents to specify to their child(ren) what material is and is not acceptable for their 
child(ren) to access through the District system. 

 
Electronic Mail 
 
Employees must be very careful when drafting electronic communications and treat them like 
any other form of District correspondence.  Remember that electronic communications are easily 
copied and forwarded and cannot be retrieved after they are sent.  The quality of the writing and 
content of the message may reflect on the District.  Employees are reminded that transmitting a 
message from the District’s electronic communication system is similar to putting a message on 
District letterhead and sending it in the mail. 
 
Electronic mail should primarily be used for internal District business, instructional purposes, 
collaboration with fellow peers, and other activities directly related to a user's education or 
employment. While we recognize that a certain amount of personal use occurs with any 
communications medium, we strongly discourage users from using District computing resources 
for personal communication, and expressly prohibit their use commercially or for personal 
enrichment or profit. 
 
Though electronic mail is a fast and relatively easy mode of communication, nothing should be 
included in an electronic mail message that the user would not want read by a third party. 
Although it is rare, the interconnected nature of the Internet and its component disparate 
computing networks makes it possible for a third-party interceptor to store, view, read, print, and 
disseminate the contents of any electronic mail message to anyone else. The District has security 
facilities in place to prevent unauthorized access to our internal networks and electronic mail 
stored there, but be aware that messages transmitted outside our networks may be equally 
protected, less protected, or not protected at all. The likelihood of such an interception is 
extremely low, but still possible, so you should therefore take great care when transmitting 
sensitive or confidential information. District employees should not transmit sensitive or 
identifying information about students via electronic mail. 
 
Electronic mail should be retained only as long as needed, and not archived or otherwise stored 
beyond the time that it may reasonably need to be referred to. 
 
Employees may not use District electronic mail facilities to propagate chain letters, advertising, 
jokes, personal files, or images.  
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Resource Considerations  
 
Employees with Internet access should endeavor not to use District computing facilities to 
transfer images, video, or sound materials unless there is an explicit educational purpose for such 
a transfer. The regular and widespread transfer of such large amounts of data creates a significant 
burden on any computing facility. Rather than transferring large files via the public Internet, 
users should ideally download a large amount of data once, then distribute it to others using the 
District’s faster internal networks. 
 
Whenever possible, employees should schedule communications-intensive operations such as 
large file transfers, video downloads, mass e-mailings, or the use of streaming audiovisual 
technology for times when other users are not likely to be performing the same activity. 
 
Student Supervision Responsibilities 
 
Teachers and other staff members shall insure proper use of computer networks by students 
under their supervision.  The Library Media Specialist will be responsible for insuring that use of 
the computers in the Media Center complies with District policies.  Teachers who bring their 
classes to the media center or a computer lab have the primary responsibility for insuring 
appropriate use of the computer network. 
 
 
Adopted:  3/18/02 
Revised:  8/19/02; 2/17/16 
 
 
 
 
 
 
 
 
 
 


